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ITEM 1 

PART 1 SECTION A 

 

INFORMATION COMMISSIONER’S OFFICE AUDIT OF NEATH PORT 

TALBOT COUNTY BOROUGH COUNCIL 

 

1. Purpose of Report 

 

1.1. To advise Members of an Audit undertaken by the Information 

Commissioner’s Office and to obtain decisions in relation to some of the 

recommendations of that Audit. 

 

2. Background 

 

 Glossary 

 

2.1. Data protection is very much its own world and it generates specific terms and 

acronyms which will mean nothing to the general reader.  We therefore set out 

below some define terms and acronyms used in the audit and in this report.  

Some terms which Members will already be familiar with which refer to 

internal Council bodies, are also included for ease of reference.  

 

CDG - Corporate Directors Group.  Consisting of the Chief 

Executive and Directors 

CGG  - Corporate Governance Group - Officer group consisting of 

Heads of Democratic Services, Finance and Legal Services 

together with other officers dealing with Corporate 

Governance matters. 

CMG - Corporate Management Group.  The extended management 

team including the Chief Executive, Directors and Heads of 

Service. 

CRIMS - Corporate Risk Information Management System – an in-

house developed software system recording corporate risks. 

DPO - Data Protection Officer.  The Head of Legal Services  

EIR - Environmental Information Regulations  

IAO - Information Asset Owner  

ICO - Information Commissioner’s Office 

ISA - Information Sharing Agreements 

ISG - Information Security Group 

RMSC - The Records Management and Security Consultant- an in-

house officer dealing with information security matters. 

SIRO - Senior Information Risk Owner – the Head of ICT and 

Procurement.  
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2.2. The ICO have been conducting voluntary audits of data protection procedures 

in various organisations.  The Council took up the offer of a voluntary audit in 

order to identify any areas where improvement was appropriate.   

 

2.3. In some Local Authorities specific staffed units have been set up to deal with 

data protection issues often in combination with freedom of information and 

environmental information regulations.  The approach here has been to regard 

these issues as part of the day job of management; this has limited the cost of 

providing these functions but can leave the Council vulnerable to criticism that 

these issues are not dealt with by the Council with the formality found 

elsewhere. 

 

2.4. An extract from the report including the summary of audit findings and the 

detailed findings and action plan are reproduced in the Appendix to this report.  

The full report can be emailed to Members who wish to receive it and the 

Executive Summary will be available on the ICO website.   

 

2.5. The overall findings of the Audit are ones of “limited assurance”.  Of the 

various grades of outcome this is the third out of four.  In reporting this to 

Members we would mention the fact that we specifically asked the ICO to 

look at areas where we were conscious that improvement was necessary; 

rather than to look at areas where we were confident that we were performing 

well (e.g. Data Security).   

 

 Organisational Responsibilities  

 

2.6. It was predictable that the ICO wished to see certain functions in relation to 

data protection more formally assigned to various persons and bodies inside 

the Council.  This clarification is helpful and your officers consider that it can 

be accommodated within existing organisational structures without the need to 

create parallel duplicating structures.   

 

2.7. This part of the report addresses recommendations (a) 2 to (a) 10.  It is 

suggested that the Director of Finance and Corporate Services report to CDG 

annually on data protection matters and a similar report should be put before 

Policy and Resources Overview and Scrutiny Committee.  This report should 

cover compliance with the ICO audit, any risks associated with data 

protection, compliance with the Council’s data protection duties and, 

specifically, compliance with the duty to allow data subject access.  The report 

may also cover ISA’s with other bodies.  The Director may also report on 

other specific data protection matters should circumstances determine that a 

report is necessary. 
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2.8. The CGG should have data protection, FOI and EIR added to its terms of 

reference.  These matters should appear on the agenda for each meeting of the 

group and it should report up to CGG as necessary.  The Head of Finance has 

accepted responsibility for risk and for the CRIMS and he shall ensure that 

new data protections risks are brought to the attention of CGG.  The Head of 

Legal Services as DPO will also report to CGG any matters of concern which 

have been brought to his attention.  The Corporate Solicitor will notify CGG 

of any ISA’s executed and shall keep a register of these.  

 

2.9. The current Information Security Group shall be reconstituted.  It shall consist 

of the SIRO, the RMSC and representatives of the Internal Audit, Finance and 

Legal Services Sections.   

 

 Legal Services use standard documentation when drafting contracts 
 

2.10. Specific clauses are added to industry appropriate documentation to cover 

specific issues.  The bespoke clauses cover data protection and, indeed, 

FOI/EIR.  All contracts that go through proper formal procedures processed 

by the Procurement Section and Legal Services have these clauses inserted 

automatically.  The challenge is to ensure that all contracts go through this 

route.  This will cover recommendation (a) 16.  Recommendations (d) 2 to (d) 

25 all deal with Information Sharing Agreements (“ISAs”).  These agreements 

arise in two sets of circumstances; firstly, where the Council has a contract for 

the provision of services and the normal data protection clauses in the contract 

are not sufficient to cover the volume or nature of the information shared, and 

secondly, longer term general data sharing with other public sector bodies 

such as the Police or the Local Health Board.  Legal Services should be 

consulted on all new ISAs. 

 

2.11 These documents have generally been in differing formats over the years but 

greater standardisation is appropriate and there is justification for maintaining 

a register for arrangements put in place.   

 

2.12. In Sections C of the Audit the ICO indicate that they wish to see greater 

formality and centralisation in the handling of subject access requests 

(“SARs”).  Fortunately, many of these requests can also be categorised as FOI 

requests.  There is already a procedure in hand for handling FOI requests and 

it is probable that SARs can be added to this procedure without too much 

work at the start.  Of course work is then created in the centralised recording 

of dealings with SARs requests.  
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2.13. Section B of the Audit relates to training and awareness.  In many ways this 

will be the most difficult area to deal with since it is difficult to identify 

additional resources for training at this time.  It may be that the most efficient 

way of dealing with this will be to explore with HR whether the provision of 

electronic training packages to all staff handling personal data would be 

suitable to answer this need.  This issue will be discussed by Head of Legal 

Services, Head of ICT and Procurement and the Head of HR. 

 

3. Recommendations 

 

3.1.  That the recommendations in the ICO Audit be accepted together with the 

agreed actions. 

 

3.2. That data protection matters be reported to CDG at least annually, that data 

protection issues be added to the remit of the Corporate Governance Group 

and that an Information Security Group be established. 

 

3.3. That no information sharing agreement be agreed without consultation with 

the Head of Legal Services.  

 

3.4. That officers examine the options for improving training and awareness. 

 

3.5. That officers report back to Members twelve months from now on the 

outcome of the Audit, any feedback from the ICO and the actions undertaken. 

 

4. Reason for proposed decision 

 

To comply with the recommendations in the Audit. 

 

5. List of Background Papers 

 

Data Protection Audit Report 

 

6. Wards Affected 

 

 All 

 

7. Officer Contact 

 

Mr. David Michael – Head of Legal Services 

E-mail d.michael@npt.gov.uk.  Tel: 01639 763368 

 

mailto:d.michael@npt.gov.uk
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COMPLIANCE STATEMENT 

 

INFORMATION COMMISSIONER’S OFFICE AUDIT OF NEATH PORT 

TALBOT COUNTY BOROUGH COUNCIL 

 

(a) Sustainability Appraisal 

 

Community Plan Impacts 

Economic Prosperity  - no impact 

Education & Lifelong Learning - no impact 

Better Health & Well Being - no impact 

Environment & Transport - no impact 

Crime & Disorder   - no impact  

 

(b) Other Impacts 

 

Welsh Language   - no impact 

Sustainable Development  - no impact 

Equalities    - no impact 

Social Inclusion   - no impact 

 

(c) Consultation 

 

 There has been no requirement under the Constitution for external 

consultation on this item. 
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APPENDIX 
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